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Abstract 

 

In December 2018 and January 2019 flights from two, major, UK airports were 
severely disrupted due to negligent or malicious piloting of Small Unmanned Aircraft 
(SUA).  In November 2019, a light aircraft inbound to Dundee encountered an SUA 
at 1700ft: over one thousand feet above the legal flying height for SUA.  This 
dissertation provides an investigation of the dangers posed to aircraft by malicious or 
negligent flying of drones and explores the methods available to identify and prevent 
that danger.  Having examined the information in academic and industry publications, 
and interviewed both flight crew and aircraft engineers, this dissertation presents an 
overview of the possible damage to aircraft wings caused by SUA impact, and the 
potential damage to aircraft engines caused by SUA ingest.  It further investigated 
methods of identifying SUA in flight, to provide an overview of the interdiction systems 
available for deployment, and explains why deployment of physical countermeasures 
within the commercial aviation environment is difficult, and why electronic interdiction 
may not prevent malicious SUA flights.  Finally, Sense and Avoid (SAA) systems for 
SUA have been explored, concluding that SAA technology has the potential to not 
only provide collision threat and collision avoidance information to remote SUA pilots, 
but allow the SUA to manoeuvre autonomously to avoid approaching confliction. 
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Chapter 1 

 

1.1 Introduction 

This dissertation will examine four topics associated with the negligent or malicious 
flight of Small Unmanned Aircraft (SUA).  First: an investigation of the dangers posed 
to aircraft by airborne collision with SUA.  Second: an examination of methods of 
identifying SUA.  Third: an evaluation of technology currently available to interdict 
malicious or negligent SUA flight.  Fourth: an examination of possible sense-and-
avoid technology for SUA. 

Historical data, in the form of industry safety occurrence reports, indicates that 
legislation has not prevented conflictions between aircraft and SUA.  Nor has it 
prevented the temporary closure of airports due to malicious or negligent flying of 
SUA.  Therefore, this dissertation aims to provide an indication of the possible 
damage to aircraft wings caused by SUA impact, and the potential damage suffered 
by aircraft engines following SUA ingest.  It aims to evaluate the methods available 
to identify SUA flying within protected airspace, as interdiction methods cannot be 
deployed if the location of the SUA is not known.  It aims to provide an overview of 
the physical and electronic methods of interdiction of SUA flights.  Lastly, it aims to 
explore current research on Sense and Avoid (SAA) systems that may be utilised by 
remote SUA pilots. 

The dissertation will examine quantitative data published within both academic and 
industry media.  Additionally, flight crew and aircraft engineers will be interviewed to 
corroborate any theoretical and simulation results found in academic and/or industry 
papers, and to explore the actual consequences implied by such findings. 

The dissertation intends to benefit the aviation community by providing an overview 
of the damage that may be caused to aircraft in an airborne collision with an SUA, 
and identify any areas where research may be lacking.  Additionally, with the recent, 
significant, financial impact on both airports and airlines due to SUA infringement of 
protected airspace, this dissertation further aims to provide the airport operations 
sector with an overview of the methods of early identification of SUA being flown 
within protected airspace around airfields, and identify the most appropriate systems 
to interdict such flights.  Furthermore, this dissertation intends to provide an indication 
of areas of potential research and development of sense and avoid systems for SUA. 

 

. 

1.2 Background 

Between 2011 and 2017, the UK Airprox Board investigated a substantial increase in 
reports filed for aircraft encounters with SUA, as shown in Table 1.1. 

 

 
Table 1.1 : Number of Airprox Incidents Involving SUA Investigated by the UK Airprox Board Between 

2011 and 2017 (UK Airprox Board 2018) 
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Revised regulations, introduced in May 2018 (UKCAA, 2018), relied on remote pilot 
compliance.  Subsequently: 
 

 In August 2018, flights at Dundee Airport were disrupted by an SUA being 
flown in the undershoot for Runway 27, 870 metres from the airfield boundary 
(ECCAIRS, 2018). 

 In November 2018, a SAAB2000 aircraft on a 9 nautical mile final for Glasgow 
Airport was involved in an airprox with an SUA, considered by the UK Airprox 
Board to have been a “definite risk of collision” (UK Airprox Board, 2019) 

 
Further regulations, introduced in February 2019 (UKCAA, 2019), failed to prevent 
successive incidents (UK Airprox Board, 2019) evidencing that regulation alone is 
insufficient. 
 
In early 2019, the Guild of Air traffic Control Officers (GATCO) called for: 
 

 Geofencing technology for all new drones; and 

 Fast-tracked research and development of electronic resolutions. 
 
This plea for action by a respected, professional body is more evidence of the current 
gap in the aviation industry’s ability to respond to a serious threat to aviation safety. 
 
 

1.3 Aims and Objectives 

The aim of this project is, firstly, to investigate the danger posed to aircraft by collision 
with an SUA and, secondly, to explore the technology available to identify and prevent 
malicious or negligent SUA flight. 
 
To this end, the following objectives have been defined: 
 

 Investigate the potential damage that inflicted to the wing/engine of an aircraft 
in collision with an SUA; 

 Research methods of identifying SUAs in flight; 

 Research potential deterrents for malicious or negligent SUA flight. 
 
This information will benefit the aviation community by providing an overview of the 
potential effects on aircraft flight following a collision with an SUA.  It will also serve 
as a useful overview of methods of early identification, and mitigation, of malicious or 
negligent SUA flight and may provide a platform to help refine and focus research 
and development of electronic solutions for the mitigation and prevention of 
malicious/negligent SUA flight. 
 
 
 

1.4 Structure 
 
The project is organised into six chapters. 
 
Chapter 1:  An introduction to, and the background of, the project investigation 

before specifying the aims and objectives, and providing an indication 
of how the project report is structured. 
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Chapter 2:  Literature Review of the core concepts and theories from both industry 
and academia.   

 
Chapter 3 Presentation of the project methodology. 
 
Chapter 4 Evaluation and discussion of findings. 
 
Chapter 5 Recommendations to the industry on areas where research is lacking, 

and where future endeavour should be focussed. 
 
Chapter 6 Conclusion, references, and appendices  
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Chapter 2 
 
 

2.1 Literature Review 

SUA, in the form of drones, are a relatively recent innovation.  There was, therefore, 
a risk of a lack of available research literature and quantitative information concerning 
the dangers associated with, and the deterrents available to prevent/mitigate, 
malicious or negligent SUA flight.  In order to ensure that sufficient information existed 
to provide appropriate analysis and evaluation, a literature review was undertaken. 
 
The literature review also aided in determining the papers and articles to be included 
in the investigation, and those that would be excluded.  To this end, the advice of 
Gall, Borg and Gall (1996) was employed: that the process of literature review should 
be iterative, and that both narrative synopses and coding stratagems should be 
employed to extract pertinent data from documents. 
 
The following sections provide a qualitative review of the research used to fulfil the 
objectives defined for the project, to investigate: 
 

 The danger posed to aircraft by impact with an SUA; 

 The methods of identifying SUAs in flight; and 

 The methods or preventing/mitigating SUA flight. 

 
 

2.2 Danger Posed to Aircraft - Overview 

In 2016, having compiled data from mandatory occurrence reporting within European 
Aviation Safety Agency (EASA) states, EASA evaluated the risk posed to aircraft 

from collisions with SUA, in particular drones.  EASA (2016) concluded that damage 
caused by SUA batteries and motors offered the most significant threat to aircraft.  
Additionally, drones over 1.5kg could cause a significant effect on aircraft flight when 
impacting the areas specified in Table 2.1. 
 

 

Table 2.1 – Potential High Severity Effect Impact Points of Fixed-Wing Aircraft (EASA, 2016) 

 
 
However, the report cautioned that: 
 

 The quality of the available data was not of a high standard; 

 The results published were limited by the methodology and scope of the 
assessment; 
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 Engineering judgement had been extensively employed in arriving at 
conclusions; and 

 Only frontal impact by a single drone was assumed, secondary impact from 
drone debris not being considered. 

 
Nevertheless, research undertaken by Aldag et al (2017) corroborates EASA’s 
conclusion.  Aldag et al (2017) determined that a collision between an aircraft and an 
SUA of 1.2kg could have high impact severity on engines, propellers, and the airframe 
sections illustrated in Figures 2.1 and 2.2 below. 

 

 
Fig 2.1: Illustration of Collision Severity on Commercial Jet (Adapted from Aldag et al, 2017) 

 

 
Fig 2.2: Illustration of Collision Severity on Business Jet (Adapted from Aldag et al, 2017) 

 
 

 
2.3 Damage to Aircraft Wing 
 
Simulating impact of a 1.2kg quadcopter, Aldag et al (2017) determined that the most 
severe damage occurred when aircraft were travelling at cruise velocity of 365 knots, 
and that impact severity levels reduced as aircraft speed reduced: see Table 2.2. 
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Table 2.2: Velocity Impact Damage Simulation Results (Adapted from Aldag et al, 2017) 

 
 
A 2017 study undertaken jointly by the UK Military Aviation Authority (MAA), the 
British Airline Pilots Association (BALPA) and the Department for Transport (DfT), 
corroborates this, concluding that the highest-severity effects of SUA impact would 
occur at cruise speed above 10,000ft. 

 

 

2.3.1 Final Approach 

Testing undertaken by Aldag et al (2017) demonstrated that, at 110 knots, there was 
deformation to the skin of the leading edge of the wing of a commercial jet, but no 
internal damage, as illustrated in Fig 2.3.   
 
 
 
2.3.2 Cruise Below 10,000ft and Holding 

Figure 2.4 illustrates that, at 250 knots, the skin is ruptured, potentially allowing 
penetration of at least one component of the SUA inside the leading edge.  There is 
also some deformation of the D-nose sub spar (Aldag et al, 2017). 

 
 
 
2.3.3 Cruise Above 10,000ft 

At 365 knots, the SUA penetrated the skin and immediate substructure, impacting the 
wing forward spar, causing the spar web to rupture as shown in Fig 2.5 (Aldag et al, 
2017). 
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Fig 2.3: Wing Leading Edge Damage at 110 knots (Adapted from Aldag et al, 2017) 

 
 

 
Fig 2.4: Wing Leading Edge Damage at 250 knots (Adapted from Aldag et al, 2017) 
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Fig 2.5: Wing Leading Edge Damage at 365 knots (Adapted from Aldag et al, 2017) 

 
 
 

2.3.4 SUA Impact with Light Aircraft 

Poorman (2018) undertook impact testing of a 0.95kg SUA on a Mooney M20 aircraft 
wing.  While no formal report or data was published, footage of the impact (Poorman, 
2018) demonstrates the wing suffering significant damage, as shown in Fig 2.6.  A 
more comprehensive illustration of the damage is included in Appendix A. 
 
Fraser (2019) confirmed that the still photographs taken from Poorman’s footage 
(2018) indicate: 
 

 Penetration of the SUA into the wing; 

 Penetration of the SUA through the underside of the wing; and 

 Possible damage to the main wing spar. 
 
Fraser (2019) cautioned that, should the SUA collide with the wing near the fuel tank, 
the impact might compromise the tank, leading to fuel leak and possible fuel ignition. 
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Fig 2.6: Damage Incurred by a 0.94kg SUA Impacting a Mooney M20 Wing 

(Adapted from Poorman, 2018) 

 
 
 
 

2.4 Ingest Damage to Jet Engine 

Wang, Wu and Yang (2017) undertook 3D computer model testing of the simplified 
SUA quadcopter shown in Fig 2.7a, impacting the titanium alloy low-pressure 
compressor (LPC) fan at the points illustrated in Fig 2.7b. 

 

Fig 2.7: Simplified SUA Model and Impact Locations on Fan 
(Adapted from Wang, Wu and Yang, 2017) 

 
The testing concluded that deformation of the blade is greater when the SUA impacts: 
 

 Close to the tip of the blade; and 

 When the fan is running at higher speed (Wang, Wu and Yang, 2017). 
 
D’Souza et al (2017) undertook both finite element modelling and experimental crash 
testing to study potential damage to jet engines caused by SUA ingestion.  The size 
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of fan diameter chosen for testing was 40 inches: representative of engines shown in 
Table 2.3. 

 

 
Table 2.3: Engines with Fan Diameters of Approximately 40 Inches (D’Souza et al, 2017) 

 
 

Ingestion conditions, selected for three different phases of flight, are shown in Table 
2.4.  The table also indicates that, while aircraft fly at similar speeds on approach and 
take-off, the fan speed for take-off is much higher.  D’Souza et al (2017) anticipated 
that more damage would occur with impact during take-off.  Simulations by Wang, 
Wu and Yang (2017) corroborate this theory.   

 
Table 2.4: Phases of Flight and Associated Engine Operating Conditions (D’Souza et al, 2017) 

 
 

 

2.4.1 Take-off Ingest 

D’Souza et al (2017) simulated quadcopter ingestion at the outer edge of an LPC fan, 
producing failure in several fan blades.  The simulation kinematics are shown in Fig 
2.8. 
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Fig 2.8 Kinematics of Ingestion and Fan Blade Damage (Adapted from D’Souza et al, 2017) 

 

Bayandor, Horton and Song (2017) simulated quadcopter ingestion at mid-blade 
points of a composite LPC fan, as illustrated in Fig 2.9.   

 

Fig 2.9 Simulation Impact Sites: Composite LPC Fan (Bayandor, Horton and Song, 2017) 

 

Blade failure is seen in Fig 2.10 for each configuration, in the form of holes.  
Additionally, Bayandor, Horton and Song (2017) warn of “post impact progressive 
damage” due to continued fan rotation, which may lead to blade loss. 
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Fig 2.10 Drone Ingestion Damage for Different Impact Locations 

(Adapted from Bayandor, Horton and Song, 2017) 

 

Bayandor et al (2017) simulated ingestion of a 1.43kg and a 7kg UAV on both titanium 
and composite LPC fan blades, with the following results: 

 1.43kg: 
o No damage was observed on titanium blades 
o Damage to composite LPC blades was minimal, but may evolve under 

continued fan rotation. 

 7kg: both titanium and composite LPC blades suffered damage shown in Fig 
2.12, which may develop into blade loss.   

 

The centrifugal forces of rapid fan rotation can cause foreign objects to be thrown into 
an engine bypass duct, preventing core ingest.  However, this centrifuge can deflect 
objects of only a limited consistency and size (NTSB, 2010).   
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Fig 2.12: Damage to Titanium and Composite LPC Blades (Bayandor et al, 2017) 

 

 

2.4.2 Ingest on Final Approach 

Simulations by D’Souza et al (2017) confirmed that quadcopter ingest at a lower 
rotational speed resulted in fan blade deformation alone.  Wang, Wu and Yang (2017) 
corroborated this, concluding negligible fan deformation resulted at a lower impact 
velocity. 

 

2.5 Ingest Damage to Turboprop Engine  

Sloan (2019) opined that impact with an object, such as an SUA, could initially result 
in turboprop propeller blade damage.   

Sloan (2019) further confirmed that, while turboprop engines also have a bypass duct, 
engine core ingestion of any debris not deflected into the bypass duct would result in 
significant engine core damage, and loss of power. 

 

2.6 SUA Lithium-ion Polymer Battery Damage 

Component testing of SUA Lithium-ion Polymer (LiPo) batteries suggested that fire 
risk may be inversely proportional to the velocity of impact (Aldag et al, 2017). 
 
Through physical impact testing of LiPo batteries, Aldag et al (2017) determined that 
a 250kt impact destroyed the cells of LiPo batteries and no heat/sparks were created. 
 
At 100kts, battery cells fractured but were not destroyed and continued to display 
electrical spark discharge, and release heat, for approximately four hours (Aldag et 
al, 2017).  Chen et al (2012) corroborate that ruptured cells may heat up, causing the 
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entire battery to ignite.  Armand, Hammami and Raymond (2003) also found an 
instant temperature rise above 250 degrees Celsius in LiPo batteries through internal 
short-circuiting of ruptured cells. 
 
 
 

2.6.1  Aircraft Wing 

As reported in section 2.3, at impact equivalents of 250kts and above, SUA 
components can enter a commercial jet wing.  Due to the destruction of LiPo battery 
cells at these speeds, the risk of fire is considered as low (Aldag et al, 2017).  
However, Aldag et al (2017) caution that the qualitative nature of their evaluations 
can indicate only a potential outcome. 
 
 
 

2.6.2  Engine Ingest 

Chen et al (2012) proved that ruptured LiPo cells could ignite.  Research was found 
on the impact damage of LiPo batteries to fan blades of jet engines.  However, no 
research could be found on the potential result of a LiPo battery fire within a: 
 

 Jet engine LPC or high-pressure compressor (HPC); or 

 Turboprop engine. 
 

 

2.7 Methods of Identifying SUA 

Without accurate information on the presence and position of SUAs, any 
countermeasure will have limited effectiveness (Borrion, Fioranelli and Ritchie, 2017).  
Johnstone and Peacock (2013) indicate that three methods are available for the 
detection of SUAs.  These are: 
 

 Radar; 

 Acoustic Sensors; and 

 Visual Detection  
 
Chen et al (2018) validate this, additionally suggesting Radio Frequency (RF) noise 
surveillance as a detection method, as indicated in Table 2.5. 

 

 

Table 2.5: Drone surveillance Technology Comparison (Adapted from Chen et al, 2018) 
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2.7.1 Acoustic Optical Arrays 

Acoustic optical arrays combine cameras with microphones, and employ a software 
algorithm to extract information from images and sound, merging the data to 
accomplish SUA detection (Chen et al, 2017).  This information can then be displayed 
in overlaid form as shown in Fig 2.13. 

 

Fig 2.13: Acoustic Overlay on Wide FOV Optical Image (Busset et al, 2015) 

 

Additionally, employing a tracking algorithm to follow objects frame-to-frame prevents 
spurious detection from intermittent sources (Busset et al, 2015).  Although this is a 
low-cost detection method, multiple detection arrays must be used to ensure the 
monitored area is comprehensively covered (Chen et al, 2017).   

Busset et al (2015) conducted their experiments in a field close to a busy road.  The 
maximum distance of detection was 290m. 

 

2.7.2 Passive Coherent Location 

Passive Coherent Location (PCL) is a bistatic or multistatic radar system utilising 
radio, television or mobile phone network (GSM) transmitters as “transmitters of 
opportunity” (Bezoušek and Schejbal, 2008).  Bistatic radar transmitters and receivers 
are not collocated, as illustrated in Fig 2.14 (Skolnik, 1960).  Multistatic radar utilises 
multiple pairs of bistatic transmitter/receivers (Charlish et al, 2016). 
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Fig 2.14: Bistatic Radar System (Skolnik, 1960) 

The first PCL experiment, in 1935, utilised radio signals and detected a Heyford 
bomber at a range of 12km (Howland, 1999).  Television and GSM signals can be 
exploited to detect SUA (Cheng et al, 2017), as illustrated in Fig 2.15. 

 

Fig 2.15: Passive Bistatic Radar Signal Processing (Adapted from Cheng et al, 2017) 

 

Koch, Knoedler and Zemmari (2016) successfully tracked SUAs to a distance of 150m 
and 300m, utilising GSM transmitters.  Liu et al (2017) and Fang et al (2018) 
successfully tracked SUAs to a distance of 2km, utilising a digital television 
transmitter. 

PCL systems are relatively inexpensive.  However, television/GSM transmissions are 
out-with the control of the PCL operator and cannot be guaranteed (Kulpa and 
Malanowski, 2008). 
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2.7.3 RF-Based Bistatic Radar 

This system utilises an RF transmitter and receiver to capture the signal reflected 
from the SUA (Han et al, 2016), as illustrated in Fig 2.16. 

 

Fig 2.16: Bistatic Radar Detection System Utilising RF Technology (Han et al, 2016) 

 

Aldowesh et al (2015) successfully utilised a system based on a commercially 
available, low-cost technology to detect an SUA taking off and moving away at a 
distance of 1km. 

Han et al (2016) proved the feasibility of observing the reflected signal from an SUA’s 
propellers and easily observed the difference between the SUA in flight and in the 
hover at a distance of 3m.  Han et al (2016) obtained above 90% accuracy in detecting 
SUA up to 50m.  This decreased to 90% accuracy at 600m. 

 

 

2.7.4 Frequency-Modulated Continuous Wave (FMCW) Radar 

FMCW radar systems measure the frequency shift between a transmitted/reflected 
wave, and a reference signal, as indicated in Fig 2.17. 

 

Fig 2.17: SUA Detection by FMCW Radar (Adapted from Christnacher et al, 2017) 

 

Bryl et al (2016) proposed a high-resolution FMCW radar with synthetic-aperture 
radar (SAR) imaging, utilising wide beam and narrow beam modes, as illustrated in 
Fig 2.18. 
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Fig 2.18: Wide and Narrow Beam FMCW Radar Principles (Adapted from Bryl et al, 2016) 

 

In tests, information on SUA distance, size, type and altitude was obtained (Bryl et al, 
2016).  Testing was not undertaken beyond 56m.   

Christnacher et al (2017) employed a fast-scanning, millimetre wave FMCW radar.  
The maximum range was 153m, with detection of up to four SUA being possible.  The 
tracks were displayed on a real-time, easily interpreted, visual screen, shown in Fig 
2.19. 

 

 

Fig 2.19: Detection/Tracking Results of Two SUA with FMCW Radar  

(Adapted from Christnacher et al, 2017) 

 

Choi et al (2018) conducted three different sets of experiments using an FMCW radar 
with two “sectoral horn receiving antenna”.  This radar successfully tracked SUA up 
to 1000m vertically, and 200m horizontally: see Fig 2.20. 
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Fig 2.20: Set-up and Results of Sectoral Horn FMCW Radar (Adapted from Choi et al, 2018) 

 

 

2.8 SUA Interdiction 

In February 2018, over 200 different companies were offering counter-SUA 
products/technology based on the methods listed in Table 2.6 (Elovici et al, 2019).   

SUA interdiction presents a legal issue in many countries (Michael, 2018), including 
the UK, where: 

 Signal-jamming devices require licencing under the Wireless Telegraphy Act 
(2006); 

 CAP393 (2016) prohibits the endangering of the safety of an aircraft, including 
an SUA. 

 
Additionally, in 2018, Dermody confirmed that FAA approval would not be granted for 
the use of SUA countermeasures at US airports, as the technology itself could present 
a greater risk to aviation than the SUA-based hazard the technology endeavoured to 
mitigate. 
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Table 2.6: Counter-SUA Methods (Adapted from Elovici et al, 2019) 

 

2.8.1 GPS Spoofing 

The navigational software of a large number of SUAs depends on information 
received from the Global Positioning System (GPS).  The transmission of counterfeit 
GPS signals within a specific area (spoofing) may confuse the navigational software 
of SUA within this area (Im et al, 2015).   Humphreys (2012) successfully achieved 
short-term control of an SUA in this manner: inducing a “false upward drift” in the 
perceived location of the SUA, causing it to descend rapidly towards the ground. 

Im et al (2015) successfully forced an SUA into a hover and subsequent landing by 
inducing an “emergency status” through spoofing.  Theoretical simulations by Chen 
et al (2016) also evidenced that GPS spoofing could potentially manipulate the 
trajectory of an SUA.   

 

2.8.2 GNSS Jamming 

RF interference can cause degraded or comprehensive loss of Global Navigation 
Satellite System (GNSS) information, adversely affecting positioning accuracy (Hill et 
al, 2015).  Casar, Farlik and Kratky (2016) successfully jammed the GNSS guidance 
of an SUA to a distance of 200m using a commercially available jammer. 

RF interference can also over-ride the remote control link between the controller and 
the SUA, as illustrated in Fig 2.21.  Alam, Moullec and Pärlin (2018) propose a 
software defined radio (SDR) platform, which employs a protocol-aware jamming 
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method and affects other communications systems less significantly than a sweep 
jammer.  Testing confirmed that: 

 Protocol-aware jamming was effective up to 530m from the SUA; and 

 While a sweep jammer would severely interrupt any adjacent wireless local area 
network (WLAN) communication, protocol-aware jamming only restricted it.   

 

 

Fig 2.21: Remote Control Link Jamming (Adapted from Alam, Moullec and Pärlin, 2018) 

 

However, Alam, Moullec and Pärlin (2018) caution that, for protocol-aware jamming 
to be effective, significant information is required about the remote control system/link.  
Dermody (2018) also reported that, due to the high RF congestion within airport 
environments, detection could be problematic. 

 

 

2.8.3 Geofencing 

Geofencing, in terms of aviation, is a technology utilising navigational information to 
restrict movement in protected airspace (Cambridge Dictionary, 2018).  Using latitude 
and longitude coordinates, virtual fences are determined by defining surface and 
prohibited orientation (Ciarletta and Gurriet, 2016) as illustrated in Fig 2.22. 

SUA software compares current-location information to these virtual fences and either 
displays information to the remote pilot, or physically interdicts flight, to ensure that 
the SUA: 

 Remains outside the restricted area; or 

 Does not become airborne within a restricted area (Garone et al, 2018). 

Remote pilots who can provide evidence of securing permission to fly within the 
areas, can obtain an override code to allow flight (Patterson, 2017).  However, 
D’Souza et al (2018) assert that geofencing should function as a supplemental 
augmentation to the “sound aeronautical decision-making and flight discipline” of 
remote SUA pilots. 

GATCO (2019) also report that not all SUA are equipped with geofencing software.   
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Additionally, geofencing applications are vulnerable to circumvention by hacking 
(Lioa, 2017). 

 

 

Fig 2.22: Surface and Prohibited Orientation of Dundee Airport SUA Flight Restriction Zones 
(Adapted from dronesafe.uk) 

 

 

2.8.4 Physical Countermeasures 

Michael (2018) reports a number of different physical countermeasures being utilised 
by companies to achieve SUA interdiction, as shown in Table 2.7. 

 

Table 2.7: Physical Interdiction Methods (Michael, 2018) 

 

However, in 2018, Dermody reported that “safety implications, operational impacts, 
and legal constraints” precluded further evaluation of “countermeasure capabilities” 
within the United States. 
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Additionally, as previously stated in Para 2.8, UK legislation prohibits the endangering 
of the safety of an aircraft, including an SUA (CAP393, 2016).  CAP393 further 
stipulates that aircraft must not endanger persons or property.  This prevents 
deployment of many of the current physical interdiction countermeasures within the 
commercial aviation environment. 

However, net-capture systems may be able to satisfy the CAP393 requirements. 

Delft Dynamics (2018) successfully tested an SUA-deployed pneumatic net gun, 
which captured a target SUA, towing it away to a safe position.  The net-gun has a 
range of up to 20 metres. 

Fortem Technologies (2019) utilise an SUA-mounted net-gun capture system, and 
testify to over 3500 SUA captured and towed away.  However, no information on 
range is reported. 

Openworks (2019) utilise a shoulder-mounted, ground-based, “drone-entangling net".  
The net, contained within a projectile, is launched by compressed air.  Once 
entangled, the SUA either falls to the ground or is guided in descent by a parachute.  
All parts of the projectile remain attached to the net.  Openworks (2019) estimate the 
maximum effective range to be 200m horizontally and 90m vertically.  However, the 
system will not work effectively at temperatures below -5oC. 

 

 

2.9 SUA Airborne Avoidance 

Manned aircraft utilise Sense and Avoid (SAA) systems to ascertain impending 
collision threats and provide advice to crews on collision avoidance (Yu and Zhang, 
2015).  This technology could also provide collision avoidance information to remote 
pilots of SUA.  Additionally, SAA systems could determine and implement a feasible 
path to avoid collision (Yu and Zhang, 2015) as illustrated in Fig 2.23 

 

Fig 2.23: SAA Process in SUA (Adapted from Yu and Zhang, 2015) 

 

 

 



 

24 
 

2.9.1 Vision-based SAA 

Falanga, Kim and Scaramuzza (2019) explored vision-based SAA systems, 
investigating: 

 Monocular frame based cameras; 

 Stereo frame-based cameras; and  

 Event cameras. 

The investigation returned a maximum sensing range of 6m, 8m and 10m, 
respectively, with event cameras being the preferred option.  Falanga, Kim and 
Scaramuzza (2019) also reported that latency of event cameras is directly associated 
with the agility of the SUA.  Theoretical values for latency are shown in Table 2.8 

 

 

Table 2.8: Event Camera Latency Associated with Sensing Range and SUA Manoeuvrability 
(Adapted from Falanga, Kim and Scaramuzza, 2019) 

 

Falanga, Kim and Scaramuzza (2019) designed a detection algorithm and 
programmed an SUA to execute avoidance manoeuvres upwards, laterally or 
diagonally.  They subsequently validated their analysis in experiments by throwing a 
ball of 10cm radius at the SUA, airborne in a hover.  The sensing range of the event 
camera was 2m.  The speed of the ball was between 5m/s and 9m/s.  The SUA 
avoided all impact with the ball. 

A series of still photographs illustrating one of the experiments, taken from the video 
released by Falanga, Kim and Scaramuzza (2019), is available in Appendix B. 

 

2.9.1 Radar System SAA 

Dawidowicz et al (2012) proved that airborne PCL systems had the capability of 
detecting targets at tens of kilometres, including low Radar Cross Section (RCS) 
objects, such as SUA.  This could potentially alert the crews of manned aircraft to the 
presence of SUA.  Moreover, the low weight and power consumption of PCL systems 
allows for installation in both manned aircraft and SUA.   

However, Dawidowicz et al (2012) cautioned that, at the time, PCL required more in-
depth investigation before systems could be deployed. 

Fasano et al (2016) tested an ultra-light FMCW radar system, mounted on a movable 
platform, and determined that it could provide range and bearing information on 
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moving targets to support the autonomous navigation of an SUA.  The moveable 
platform utilised during testing was ground-based.  No testing was undertaken using 
an airborne platform. 

 

2.9.2 Automatic Dependent Surveillance-Broadcast (ADS-B) 

ADS-B is a collaborative sensor utilising the exchange of information between 
systems within a 130nm range, providing continual information related to the progress 
of the flight.  Broadcast information includes: 

 Aircraft Identity; 

 Position derived from a Satellite Based Augmentation System (SBAS) source; 

 Velocity; and 

 Other flight-related information (Davis et al, 2011). 

ADS-B is proven technology.  It is required equipment, within the EU, for aircraft: 

 Of maximum take-off weight (MTOW) of more than 5,700kg; and/or 

 Having a maximum true air speed (TAS) of more than 250kts (EU, 2011). 
 

Additionally: 

 ADS-B receivers weigh as little as 200g, making it practicable for use on small 
SUA; 

 Power consumption is low; 

 Information transmitted does not degrade with range (Beard et al, 2015); 

 Configuration and use is uncomplicated; 

 Equipment is relatively inexpensive (www.pilotaware.com, 2019); and 

 ADS-B has produced better conflict-alert results for multiple targets than 
conventional Traffic Collision Avoidance System (TCAS) (Chand, 
Mahalakshmi and Naidu, 2017). 

As indicated in Fig 2.24, an ADS-B equipped SUA could provide identifying 
information to other aircraft, and ATC. 

 

Fig 2.24: ADS-B Communication from both Manned Aircraft and SUA (Adapted from Davis et al, 2011) 
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Simulations undertaken by Beard et al (2015) to prove their “conflict/collision 
detection algorithm” produced significant results.  With a collision avoidance minima 
set at radius 500ft and height 100ft: 

 Self-separation collision avoidance was successful in all 10,000 simulations; 
and 

 Collision avoidance was successful in 100,000 scenarios, with only 17 
violations of the avoidance minima. 

  

However, Davis et al (2011) warn that ‘jamming’ may jeopardise ADS-B availability.  
Additionally, Beard et al (2015) caution that: 

 For an aircraft to be visible, it must be ADS-B equipped; and 

 ADS-B relies on an SBAS source for position information, and this may 
become degraded or corrupted. 
 

  



 

27 
 

Chapter 3 Methodology 

3.1 Methodology 

The purpose of the project is to investigate the danger posed to aircraft by collision 
with an SUA, and to explore the technology available to identify and prevent malicious 
or negligent SUA flight.   

These subjects were broken down into the nine different topics listed below: 

 The danger posed to aircraft by physical impact of an SUA with an aircraft 
wing; 

 The consequences of SUA ingest into an aircraft jet engine; 

 The danger posed by SUA impact with an aircraft propeller; 

 The consequences of SUA debris ingest into a turboprop aircraft engine; 

 Passive methods of identifying an SUA; 

 Active methods of identifying an SUA; 

 Electronic methods of SUA interdiction; 

 Physical methods of SUA interdiction; and 

 Methods of SUA Airborne Avoidance. 
 

Both theoretical and empirical investigation was employed, providing: 

 Quantitative data from information/research available within academic and 
industry journals/publications; and 

 Qualitative information from interviews/discussion with flight crew and aircraft 
engineers. 

 

The information obtained during interviews and discussion with flight crew and 
engineers was used to corroborate the validity of research results, and suggest real-
world consequences of the impact data: 

 Derived by computer simulation; or 

 For which no official findings had been published. 
 

Additionally, a 2018 airprox on final approach for Glasgow and considered by the UK 
Airprox Board to have been a “definite risk of collision”, involved a SAAB2000 
turboprop aircraft (UK Airprox Board, 2019).  However, no research could be found 
on the physical impact of an SUA on turboprop aircraft.  In order to provide an 
indication of the potential consequences of SUA impact on turboprop aircraft wings 
and engines, qualitative information was sought from a turboprop aircraft engineer.   

Research on physical impact of SUA with aircraft revealed that the term “SUA” 
covered different types of unmanned aircraft.  The research area was, therefore, 
narrowed from SUA to quadcopters, these being the most commercially available 
form of SUA. 
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Chapter 4 Results 

 

4.1 Danger Posed to Aircraft 

In the aftermath of an airborne collision with a 1.2kg SUA, the most significant danger 
posed to aircraft is from the SUA’s LiPo battery (EASA, 2016).  The battery 
contributes two main types of damage: 

1. Impact – dependent on the velocity of impact, batteries have been shown to 
rupture aircraft skin, and cause damage to internal spars (Aldag et al, 2017); 
and 

2. Fire - physical testing of LiPo batteries determined that battery cells, fractured 
by impact, continued to discharge electrical sparks and release heat for a 
significant amount of time post-impact.  This could cause the battery to ignite 
(Chen at al, 2012). 

 

 

4.1.1 Impact Damage 

Simulation/test data confirmed that airframe damage reduced as speed reduced 
(Aldag et al, 2017). 

No data was available on the potential damage incurred to an aircraft by collision with 
an SUA weighing more than 2kg.  While most consumer SUA weigh less than 1.5kg, 
Table 4.1 illustrates that much heavier SUA are commercially available. 

 

Table 4.1: Commercially Available SUA Weighing More Than 2kg 

 

 

4.1.2 Impact Damage Approach/Landing Speed 

Impact at a landing velocity produced deformation, but no rupture of the skin and no 
SUA penetration of commercial and private jet wings (Aldag et al, 2017).  The limited 
damage caused to a BE10, in collision with an SUA on final approach to Québec, 
(TSB, 2017) validates this theoretical finding.  Damage was limited to a dent on the 
leading edge of the wing and scratches on the wing upper surface, as shown in Fig 
4.1. 
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Fig 4.1: Damage to King Air Wing (Adapted from TSB, 2017) 

 

 

4.1.3 Flight Below 10,000ft 

At cruise velocity below 10,000ft, skin fracture occurred and parts of the SUA 
penetrated into the airframe.  No internal structural deformation occurred (Aldag et al, 
2017).  However, as illustrated in Fig 4.2, jet and turboprop aircraft utilise anti and de-
icing systems for the wings, which distributes bleed air from the engines, via ducts: 

 To heat the leading edge of the wing (anti-icing); or 

 To inflate de-icing boots on the leading edge of the wing (de-icing) (Diebolder, 
2017). 

 

Fig 4.2: Bleed Air Wing De-icing System (Adapted from www.flywithcaptainjoe.com, 2017) 
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Any damage to the leading edge of the wing could disrupt the flow of bleed air, 
causing the system to fail (Sloan, 2019).  This would potentially allow ice build-up: 
adversely affect the wing aerodynamics and possibly causing the wing to stall. 

 

 

4.1.4 Flight Above 10,000ft 

The most severe damage occurred at a velocity equating to cruise above 10,000ft, 
with skin fracture and internal structural deformation occurring on the leading edge of 
aircraft wings (Aldag et al, 2017).  Commercial jet fuel tanks are located in the wings, 
as indicated in fig 4.3.  Deformation of the forward spar could potentially cause a 
rupture in the fuel tank (Sloan, 2019). 

 

Fig 4.3: Commercial Aircraft Fuel Tanks (Adapted from www.aircraftsystemstech.com, 2019) 

 

While SUA battery life is influenced by air temperature, Table 4.2 summarises the 
manufacturer’s nominal maximum fly heights for currently available SUA (Poljak, 
2019).  In February 2019, a B787 crew reported an airprox with two drones at 
approximately 14,000ft in the London TMA (UKAB, 2019).  In June 2019, two 
commercial aircraft crews reported encountering an SUA at approximately 10,000 
while in a holding pattern for Heathrow (UKAB, 2019). 

 

Table 4.2: Maximum Fly Heights for Available SUA (www.dronetechplanet.com, 2019) 
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4.1.5 Impact Damage of SUA on Light Aircraft 

Poorman’s 2018 impact test of a 0.95kg SUA with a Mooney M20 light aircraft wing 
suggests that significantly more damage will be incurred to light aircraft.  Fraser 
(2019) suggested that SUA collision with the wing in the vicinity of the fuel tank might 
compromise the tank.  This could lead to fuel leak and possible fuel ignition. 
 

 

4.1.6 Engine Ingest 

Simulated collision with SUA concluded that impact damage severity on a jet engine 
was: 

 Proportional to the rotational speed of the fans (Want, Wu and Yang, 2017) 
(D’Souza et al, 2019); 

 Dependent on the type of fan blade (Bayandor et al, 2017); and 

 Dependent on both: 
o The orientation of the SUA at impact, and 
o The position of impact along the blade (Bayandor, Horton and Song, 

2017). 

SUA impact will cause most damage to LPC fan blades running at high rotational 
speed, when the impact is close to the tip of the blade (D’Souza et al, 2017) 
(Bayander, Horton and Song, 2017).  Birdstrike damage corroborates the conclusions 
of these simulations: 

 Airbus reports the discovery of the remains of 250 gulls on a runway following 
the landing of an A320 (no date).  There was no damage to the aircraft 
engines.   

 An Airbus A320 suffered distortion damage to two fan blades in a bird strike 
incident on take-off from Delhi, as shown in Fig 4.4.  The crew initiated a shut-
down of the damaged engine and returned to Delhi (Government of India, 
2018) 

 A birdstrike incident involving an Airbus A330 on take-off caused the partial 
loss of a single LPC blade, as shown in Fig 4.5, resulting in significant damage 
to the compressors of a Rolls Royce Trent 700 engine.  This led to compressor 
stall.  Additionally, due to the high levels of vibration caused by the fan running 
out of balance at high rotational speed, an oil leak developed causing an oil-
fed fire, requiring engine shut-down by the crew (ATSB, 2018). 
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Fig 4.4: Birdstrike Damage to CFM International CFM56-5B Fan Blades (Government of India, 2018) 

 

 

Fig 4.5: Birdstrike Damage to Rolls Royce Trent 700 Fan Blades (ATSB, 2018) 

 

Aircraft engines run at highest rotational speed on take-off and climb-out.  As 
demonstrated by birdstrike damage reports, loss of engine thrust during this phase 
will detrimentally affect flight ability, causing an emergency situation, requiring the 
crew to land at the earliest opportunity (NTSB, 2010) (ATSB, 2018) (Government of 
India, 2018). 

There was no available research on the potential damage to turboprop engines from 
SUA collision.  However, Sloan (2019) confirmed that propeller blade damage was 
probable.  Birdstrikes have previously caused such damage.  In 2015, the blade tip 
of an SF34 failed following a birdstrike on take-off (ATSB, 2017), as shown in Fig 4.6.   
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Sloan (2019) also suggested that any debris ingested onto the turboprop engine core 
would cause significant damage, resulting in loss of power. 

 

 

Fig 4.6: Birdstrike Damage to SF34 Blade Tip (ATSB,2017) 

 

 

4.1.7 LiPo Battery Fire 

The ruptured cells of LiPo batteries can ignite (Chen et al, 2012) with internal short-
circuiting causing an instant temperature rise of over 250 degrees Celsius (Arman, 
Hammami and Raymond, 2003).  Impact testing proved that, at the equivalent of final 
approach speeds, LiPo battery cells were ruptured but not destroyed (Aldag et al, 
2017).  No research or information appears to be available on: 

 The impairment of the structural integrity of an aircraft wing due to LiPo battery 
fire within the leading edge; or 

 The effect of LiPo battery fire or explosion within either a turbine or a turboprop 
engine. 

 

 

4.2 Methods of Identifying SUA 

This investigation examined passive and active methods of SUA detection: 

 Passive 
o Acoustic Optical arrays 
o Passive Coherent Location 
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 Active 
o RF-based Bistatic Radar 

o FMCW Radar 

 

Dermody (2018) warned that detection systems may prove unfeasible if: 

 A large number of sensors are required to realise the required airspace 
coverage; and/or 

 Sensor placement requires the agreement of several different agencies. 
 

Additionally, while all of the above methods were successful in detecting SUA, the 
maximum detection distances were considerably less that the dimensions of the Flight 
Restriction Zones (FRZs) established around protected aerodromes in the UK 
(UKCAA, 2019).  Table 4.3 details the maximum detection distances for the methods 
investigated.  Fig 4.7 illustrates the extent of the UK FRZs: a minimum of 2 nautical 
miles radius, extending 5km from the runway threshold. 

 

Table 4.3: Maximum Reported Detection Distances for Investigated Detection Methods 

 

 

Fig 4.7: Dimensions of SUA Flight Restriction Zones (Adapted from UKCAA, 2019) 
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4.3 SUA Interdiction 

Varied SUA interdiction technology is currently available (Michael, 2018).  However, 
Dermody (2018) states that the FAA will not grant approval for use of SUA 
countermeasures at US airports, as the technology presents a greater risk to aviation 
than the hazards caused by SUA.  Additionally, SUA interdiction systems may 
contravene legislation in many countries, including the UK, where: 

 Signal jamming devices require licencing under the Wireless Telegraphy Act 
(2006); 

 CAP393 (2016) prohibits the endangering of: 
o The safety of an aircraft; and 
o Any persons or property by an aircraft. 

This precludes the use of many of the current electronic and physical methods of 
interdiction within the commercial aviation environment. 

 

4.3.1 Spoofing/GNSS Jamming 

While both Spoofing and Jamming have been proven to interdict SUA flight 
(Humphreys et al, 2012) (Hill et al, 2015) (Casar, Farlik and Krathy, 2016) (Chen at 
al, 2016) these methods also have the potential to detrimentally effect the navigational 
equipment of commercial aircraft, interfering with crews’ ability to follow GNSS 
approach procedures and Standard Instrument Departures (SIDs). 

Strict adherence to routes and climb/descent profiles is essential, as evidenced by 
the warning on the Gatwick RNAV Standard Instrument Departure (SID), shown in 
Fig 4.8. 

 

Fig 4.8: Stepped Climb Warning on Instrument Departure Plate (UKCAA, 2019) 

 

 

4.3.2 Geofencing 

Geofencing software is currently utilised to assist SUA remote pilots in safeguarding 
restricted airspace.  However, not all SUA are geofencing equipped (GATCO, 2019).  
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Additionally, the search-engine listings shown in Fig 4.9 validate Lioa’s (2017) 
assertion that geofencing software is vulnerable to circumvention by hacking (Lioa, 
2017). 

This evidences that, while geofencing may prevent inadvertent infringement of 
airspace, it may not prevent malicious infringement. 

 

Fig 4.9: Search Engine Results for Geofencing Hack (www.google.co.uk, www.bing.co.uk) 

 

4.3.3 Net-Capture Interdiction 

Net-capture interdiction may satisfy CAP393 requirements in that the target SUA is: 

 Towed away to a safe area (Delft Dynamics, 2018)(Fortem Technologies, 
2019); or 

 Guided to the ground by parachute (Openworks, 2019). 

However, without accurate information on the presence and position of SUAs this 
interdiction will have limited effect (Borrion, Fioranelli and Ritchie, 2017).   

 

 

4.4 SUA Airborne Avoidance 

SAA systems could provide advice to both flight crews and remote SUA pilots on 
collision avoidance.  Additionally, SAA systems could determine and implement 
collision avoidance manoeuvres for SUA (Yu and Zhang, 2015). 

 

4.4.1 Vision-based SAA 

Falanga, Kim and Scaramuzza (2019) had success combining event camera 
technology with a detection and avoidance algorithm.  In physical experiments, an 

http://www.google.co.uk/
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SUA in a hover avoided being hit by a ball thrown at a distance of 2m.  However, the 
speed of the ball ranged from 2m/s per second to 9m/s.  An aircraft on final approach 
flies considerably faster, at an equivalent of approximately 93m/s.  With a 2m sensing 
range, this vision-based sense-and-avoid technology would have 0.02seconds to 
react to avoid an approaching aircraft. 

Additionally, theoretical data produced by Falanga, Kim and Scaramuzza (2019) 
indicates that latency is directly associated with the manoeuvrability of the SUA.  Due 
to this delay, in order to avoid an approaching aircraft at a sensing range of 2m; 

 An SUA with a lateral acceleration of 200m/s would have 0.018 seconds to 
manoeuvre; and 

 An SUA with lateral acceleration of 10m/s would have 0.013 seconds to 
manoeuvre. 

  

 

4.4.2 Radar System SAA 

PCL systems: 

 Utilise low power consumption; 

 Are light enough to be carried by many SUA; and 

 Can detect even low RCS objects at tens of kilometres (Dawidowicz et al, 
2012). 

FMCW systems are also light enough to be carried by SUA, and have been proven 
able to provide range and bearing information on moving targets to support 
autonomous SUA navigation (Fasano et al, 2016). 

However, both systems require more in-depth investigation before the technology is 
viable for deployment (Dawidowicz et al, 2012) (Fasano et al, 2016). 

 

 

4.4.3 ADS-B SAA 

ADS-B is proven technology and, within the EU, is required equipment for aircraft 
having MTOW more than 5,700kg and/or maximum TAS of more than 250kts (EU, 
2011) 

ADS-B-equipped SUAs could provide identifying information to both other aircraft and 
ATC (Davis et al, 2011).  Additionally, when combined with conflict/collision detection 
software, ADS-B could provide effective SAA for SUA (Beard et al, 2015) in a similar 
manner to the Airborne Collision Avoidance System (ACAS), which is required 
equipment for many commercial aircraft and utilises information transmitted by 
Secondary Surveillance Radar (SSR) transponders (Lenders et al, 2019).   

The current, ICAO-compliant ACAS system is TCAS: Traffic Alert and Collision 
Avoidance System.  TCAS is considered by aviation professionals to be one of the 
most significant safety technologies available to aircrew (Lenders, 2019).  TCAS 
identifies conflicting traffic, presenting this information to flight crews in an easily 
understood, concise display as illustrated in Fig 4.10.  If necessary, TCAS provides 
advice on avoiding the conflict (CAP493, 2017).  Warnings are supplied to crews as 
specified in table 4.4.   
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Fig 4.10: TCAS Data Representation for Flight Crew (adapted from Lenders et al, 2019) 

 

 

Table 4.4: TCAS Warnings Supplied to Flight Crew (CAP493, 2017) 

 

However, TCAS works only for aircraft equipped with SSR transponders (CAP493, 
2017).  Similarly, for aircraft to be visible on ADS-B systems, they must be ADS-B 
equipped (Beard et al, 2015).  ADS-B technology is not currently mandated for use in 
all aircraft (EU, 2011) therefore a change of legislation would be required.   

ADS-B relies on an SBAS source for position information (Beard et al, 2011).  
Degradation or corruption of SBAS may result in erroneous or nil position reporting.  
Solar flares can disrupt the transmissions from SBAS satellites (Cantner, 2013).  
While satellites appear to be able to withstand much of the space weather they face, 
Green et al (2008) report that: 
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 15 satellites were damaged between 1995 and 2006 by space weather, and  

 The 2012 geomagnetic superstorm disrupted the orbit of approximately 97 
satellites.   
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Chapter 5 Recommendations 

 

The following recommendations are proposed: 

 The potential degradation of structural integrity of an aircraft wing due to LiPo 
battery fire/explosion within the leading edge has not been sufficiently 
examined.  The literature review was unable to find any research or 
information on this subject.  The potential impact on the flight ability of an 
aircraft under such conditions should be investigated. 
 

 The potential for fuel tank rupture and combustion due to discharge from 
ruptured LiPo battery cells, following impact with an SUA, should be 
investigated.  While computer simulations indicate that the impact velocity 
required to deform the forward spar of commercial/private jet aircraft wings 
should destroy LiPo battery cells, thus negating the risk of electrical discharge, 
impact testing on a light aircraft wing demonstrated the potential for fuel tank 
rupture at much lower velocities. 
 

 While fan blade deformation/failure due to SUA impact has been extensively 
investigated, no research could be found on the potential consequences of 
LiPo battery fire or explosion within the LPC or HPC of jet engines.  Although 
core ingest may be prevented by engine bypass ducts, there remains a 
potential for damaged batteries to reach the LPC/HPC.  The effects of LiPo 
battery fire and explosion within the LPC/HPC should be investigated. 
 

 No research or investigations could be found concerning turboprop aircraft.  
Studies should, therefore, be undertaken on: 

o The damage caused by SUA impact on turboprop propeller blades; 
o The consequences of SUA ingest into a turboprop engine core; and 
o The consequences of LiPo battery fire/explosion within a turboprop 

engine. 
 

 No data could be located on the potential damage to aircraft wings caused by 
impact of an SUA weighing more than 2kg.  However, this investigation found 
that SUA of up to 9.5kg are commercially available.  Studies should be 
undertaken into the impact of collision with SUA of at least 9.5kg. 
 

 While several studies have been undertaken concerning the potential damage 
to aircraft engines caused by impact of an SUA, only one study investigated 
damage caused by an SUA weighing more than 2kg.  Studies should be 
undertaken into the impact of collision with SUA of at least 9.5kg. 
 

 Flight Restriction Zones around protected aerodromes extend to 5km from 
runway thresholds.  Methods of identifying SUA at this distance should be 
investigated and developed. 
 

 Legislation should be amended to mandate geofencing software for all SUA, 
as proposed by the Guild of Air Traffic Control Officers.  While this 
investigation found that geofencing software could be maliciously 
circumvented, geo-fencing will prevent inadvertent infringement of protected 
airspace. 
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 No recommendations can be made on other SUA interdiction technologies as 
the available countermeasures: 

o Present a greater risk to commercial aviation that the hazards caused 
by SUA; and 

o Contravene legislation in many countries, including the UK. 
 

 Airborne collision avoidance systems, based on ADS-B technology, should be 
developed.  ADS-B ACAS should deliver an easily understood, concise 
display of conflicting traffic, similar to that of TCAS.   
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Chapter 6 Conclusion, References and Appendices 
 
 
6.1 Conclusion 
 
The research findings indicated that the greatest danger to aircraft potentially lies with 
electrical discharge and fire from partially destroyed Lithium-ion batteries, which 
power SUA.  Furthermore, while several impact studies on commercial and private 
jet aircraft were found, little-to-no research could be located concerning the effect of 
SUA collision with turboprop aircraft and light aircraft.  This under-investigated area 
of research should be urgently explored. 

The research findings indicated that while tests have proven the technology for 
identifying airborne SUA, few of the detection systems’ ranges allow monitoring of the 
entirety of protected airfield airspace without multiple systems being deployed and 
supervised.  This protected airspace covers areas out to 5km, therefore the siting of 
systems requiring multiple sensors could present an issue. 

With regard to the deployment of physical interdiction countermeasures within the 
commercial aviation environment, many of the current countermeasures present a 
greater risk to both commercial aviation and the public than the infringing SUA.  
Furthermore, physical systems may contravene UK legislation.  Electronic interdiction 
methods are vulnerable to software hack and may not prevent malicious SUA flights.  
As with physical interdiction, electronic interdiction systems may also contravene 
legislation in the UK.   

Sense and Avoid (SAA) systems for SUA based on ADS-B could provide both 
collision threat and collision avoidance information to remote SUA pilots, and to 
aircrew.  Additionally, when combined with an avoidance algorithm, the SUA could be 
equipped to manoeuvre autonomously to avoid approaching confliction.   
Research into optical SAA has proven the technology but, at this time, camera 
detection ranges are not great enough for the technology to be employed as an SAA 
system for conflicting aircraft avoidance.  However, as technology evolves, optical 
systems may deliver a valid SAA method. 
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6.3 Appendix A  Damage to a Mooney M20 Wing by a 0.94kg SUA 

 

(Adapted from https://www.youtube.com/watch?v=7gt8a_ETPRE, 2018) 

https://www.youtube.com/watch?v=7gt8a_ETPRE
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Appendix A  Damage to a Mooney M20 Wing by a 0.94kg SUA 

  

(Adapted from https://www.youtube.com/watch?v=7gt8a_ETPRE, 2018)  

https://www.youtube.com/watch?v=7gt8a_ETPRE
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6.4 Appendix B  Event Camera Sense and Avoid Experiment 

 
 

(Adapted from https://www.youtube.com/watch?v=sbJAi6SXOQw&amp=&feature=youtu.be, 2018) 


